Modeling Iradeoffs of Security Risks In
Telemetric Cardiac Pacemakers
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Wireless Pacemakers Have Security Vulnerabilities
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Current Quantitative Evaluations Do Not Weigh Security Risk
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Our Research in Progress

What is the impact

» of security risks to patient outcomes and costs of pacemakers?
» of various proposed solutions?

» to each major stakeholder: patients, payer, device manufacturer, hospitals?



Markov Model State Diagram

100,000 patients
5 years, 1 month intervals

1000 runs of the model

~

Hospital
Breach

T

J

Eaves-
dropping

J

\

Jamming

J

\

Imperson-
ation

f

No Security
Breach

-

\

Data
Captured

Data Altered

\

J

Device
Flooded

™

Therapy
Settings
Altered

Shock
Delivered

P,

Battery
Failure
\
Lead
Failure
J
\
Other
Device
Failure
=
==
No Compli-
cations
2
4 N
Battery
Failure
. >
4 b
Lead
Failure
\_ o
4 B
Other
Device
Failure
\ J
* N
No Compli-
cations
\_ J

Heart
Failure

o

No Compli-
cations

\

/

Heart
Failure

(

.

No Compli-
cations

ee

Y @



Assess the Benefits and Costs to Each Key Stakeholder
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(uantitative Evaluation of Security Risks Is a Valuable Assessment Tool

» Security events are rare ... » Stakeholders affected most have:
» Under 1% active attacks » High risk aversion (patients)
» Under 10% passive attacks » High fixed costs (hospitals,

manufacturers
> ... but costly )

. » Explains “wait and see” approach
» Worse patient outcomes P PP

» Market for these devices persists: payers +

» Loss of profit or cost-effectiveness ,
risk-tolerant start-ups
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Endpoint Security (FDA Recommendation) is Unacceptable or Infeasible

Improvements to Device Security

>

Medically unacceptable tradeoft: fewer breaches but high
rates of malfunction

3% increase in heart failure and 8% increase in deaths

Cost increasing for payers, cost-saving for manufacturer
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Ei Improve Device Security

Improvements to Hospital Security

» $325K upfront costs (Smith 2017)
» 10x reduction in hospital breaches
» 10x reduction in cost for hospitals

» Problems: hard to enforce, lack of
technical capacity
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Other Solutions May Have Promise but Require More Resources

» Secondary device (“authenticator”)
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lakeaways

» Telemetric pacemakers have benefits but also introduce security risks

» Quantitative evaluation of costs and benefits indicates most stakeholders
experience reduction of benefit and increase in costs; profitable for payers

» Improving device or hospital endpoint security (FDA recommendation) worsens
patient outcomes or is infeasible to implement
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